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AfNnstrument, Apparatus, Implement, Machine, Contrivance,
Implant; In Vltro Reagent, or other similar or related article,
JrJCJJle;J.C Ay component, part, or accessory which has the
%Eharacteristics:

e
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_- s ecognlzed by USP or National Formulary

: ~ Intended for use in diagnosis of disease or other conditions or in
= "'E *'the cure, mitigation, treatment, or prevention of disease

Is intended to affect the structure or any function of the body

Achieves its primary intended purpose through physical action,
and not chemical or metabolic action.
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= —ﬂ: G =sx- Nanotechnology
—— o Implantable BioMEMS

e Surface Modification =
- e Nanosystems for Drug Dellverv :
e Point-of-Care Diagnostic

e Hybrid Bio/Artificial

e Nanoprobes
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mes >40% of medical devices in world

,annual rate of growth (7%)
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Y 905 device manufacturers in U.S.
“eAging Population
eHigh Tech
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> Coglgls tlcut — 298
{;e ée Island — 73
éw Jersey — 440
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*Ma-nufacturers (not including specification developers or
contract sterilizers — source fDA DSMA)
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By )J,- ﬂ 53.7 million people over 65

S Chror cIIIness
> -—_f“' mbursement
.--::n:*J_lfester

__——

- —>8 million cosmetic surgeries in 2000
® Reuse of Single Use Devices
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JEIOUp Purc 1asing Practices
2 O)L] Epcl nt Tireatment

J M cllcme
= :_ulatory / Legal
._: ™ vag devices into new areas
= Drug coated devices

— Artificial organs
— Nanotechnology
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s Heavily Regulated 0)Y
EDA, as well as
ministries of health

—= around the world

| ﬂ ~ ® European Medical

s AR Device Directives

® Canadian Medical

Device Bureau
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SRIINICY6 FDA armdnlzed medlcal deV|ce
JVJHJ ( ood Manufacturing Practices) with
@e :1994,

arc -1 ftate compliance for medical device

s .-.-.--

~ companies.
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_50 Fécmtate global harmonization.
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DA ;respon5|ble for.
JIGLECting public
el by regulating

"'5

ucts such as:
e ~1V|ed|cme / drugs
= f_;_ ~  — Blood supply

- — Medical devices
— Food
— Cosmetics
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1d Drug Act

2 D,,, g Amendments

Mper Re5|stant Packaging
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x-Bard
exeeutwes
sentenced

Three g‘ﬁren 18 n‘L{:mths ,
_1.1:1 heart c&theteﬂ case :

By Jemﬂf-er B. Leel -:-'s
- GLOBE CORRESPONDENT © . ..

In what prosscabors term a zignificant

Judicdal statement abuut'ﬁi&.iv‘f.dual eanon-
sibdlity in corporabe arongdol threa -for=
mer gxecatives of medical devi mzantafae-
turer CLR. Bard were senteneEﬂ yeaterday
* to 18 months in prison, the, rﬂa:-umum -BEN-
- tence: allowed under federal gmdehnes-, for
| their Toles it conapiring bo hide putant.i[a].iy
deadly flaws in heart catheters., |
. Former Bard executive . sdcs PI‘E'-EId-E:I‘It
Dranyvied Pngmurer Johm Cwvinar, former preai-
dent. of i Bard's  Billerica-based TTRCT divd-
aiot; and former, IS0 vice president. Les
Leichter were convieted last Avpust follow
mg-an-eight—mak-jm'y- trial for:comspizing
to defrand the US Food and Drug Adeninis:
tration. The execation ::uf t.he smtencea W
atayed pending -appaal. :
. - The Mhomray Hill, HJ—based COTDALY,
ond of the largeat healith-care device manu-
factrers in the country, had pleaded puilty
t.u ey | charges and paid.a fine of $'ﬁl m]liJ.-cm

'ever paid in £ health-care fraud case.

'1995 - at.the time the Jargest  Srmount

. -Themenwerechmdmthmahng
falze statemernts to the FDA on the reliabil-
ity..of the, heart catheters, deviees often
Oeed i plEde of baypass smapery to clear
clogped arteries. Malfonctionng or misused
- cathetors cun clog up the blood vesaels they

Two deaths have ocenrred in operations
sinvolving: malfunetioning Bard catheters,
vthough: no causal link with the men's con-
~spiracy has been established in eowet.

U8 Distriets'Court »Judge Joseph L.
Tanrg ealled the relative peverity of the sen-
1 tenes ¥a ‘wake;up' eall™ to corporate board
‘rooms, asying executives traditionally have
“riot been aesigned ]pers.unal reaponsibility in
“the Actions ‘of the compandes they run. He
pmnbad put ﬂmt the men were not evil, and f

- An’ fact were. exemplary famﬂ:.f men, and

mnﬂnuqu.r members.

Hay Cook, asgoeiate counsel for the FDA.

i v Jeffrey Newran, an attomey for five al-

lepred victims of faulty Bard catheters, said
of the sentence: “All my clients were in-
formed snd feel the sgme a5 I 'I:Iﬂ --1& W3
reaannable and well considered.”

U Newman said he believes he haa the evi-

s ata supposed to tlear; causing heart failure, -

¥ UHrom this district, this eourt, t.lruﬂ set— '
'tmg, it was a‘very significant senfence,”

said James B. Farmer, criminal division
 ¢hief in the US attorpey’s Baston office. “Tt
waoclearly a sentence with a judicially in=
.tended message,” he said. The trial was pre- |
sented by assistant US attorneys blichael
K. Loueks and Stephen A. Higginson, and

g .

; dence toestablish a causad link in his
sthrea pending civil eases again Bard,
i - The case brought by the family
kenf Buriee ‘Beavers: of - Lamar, Mo,
"who died i 1987 as a resulk of a
bepltheter failure, was confidentially
igttled oift-of eourt two months ago.
sAngther case had been setfled last
liyear, # ¢ : e

The defense attorneys foi Prig-
more, Cvinar-and. Leichter filed an
" appeal yesterday, confident that the

santence and the convietion wonld be
- overtrned in appeliats court.
- “I think these peoaple will be vin-
- dicated on appeal,” said Bill
" Kettlewell, attorney for Cvinar. He

said the case hinged upon the vagne-
- ness of FDA regulations, and not-on
alleced wctims.




o Corjigels r e Process

—To m:r & |mprovement to the quality of the
Software

=== ;retluce Impact of changes and errors
= o ‘ensure user requirements are understood

_.,_:---*z1L

—

= and met

e —

=== —To increase reliability and usability
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‘processes that cannot be fully verified.

_""'..r :....

X¢ m1ples (molding, welding, sterilization, robotics,
omated processes)

| puter or automated data processing systems used
— @ productlon or the quality system

- e\alidation is to ensure process consistently produces a
result that meet specifications
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P otocol
_ ;—- ﬁs the testing to be conducted, pass/fail
= Cri '_a and responsibilities
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T ation Report

. .

o

—

- eQOutlines the test results
eDefine processes that require validation

eDefine changes that require revalidation
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Egjiz]e 11: ing by obJectlve evidence that a
Process consistently produces a result or
oielel ct meeting its predetermined
& Specifications.
7 == *”fInstaIIatlon Qualification (IQ)
: - Operatlon Qualification (OQ)
— Performance Qualification (PQ)
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Hrmrm« ‘Valldate the performance of

BIOSE It anufacturlng processes that may

‘-—-

<D L: 4ce — “Where the results of a process

=
-

S —

~ cannot be fully verified”, “the process
~ must be validated”

-
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r\Jr Stems for Clean Rooms
= .,.C‘ ﬁmg

' Sterlllzatlon

- o Sterile Packaging Sealing

e P|astic Injection Molding
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\/rLev lme and Pressure

=
T

[Time Low
- Pressure
4 secs 10 sriots

5 secs 10 shots
6 secs 10 shots

Med
Pressure

10 shots

1OFSIHELS
10 shots

High
Pressure
10 shots

10 shots

10 snots
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49 r:s etween 1992 — 1998 Were
[EEF] 'JL 'd to software failures.

i) software failures 79% were caused
- by« oftware defects introduced when
':"i-‘ii-?:f Nanges were made to the software after

_LJ;]"IItIa| release.

“s V/alidation and design controls are
supposed to help avoid such defects.

'||.-i



AllfdEvices that contain software are
SUJECT T o) de5|gn control requirements as
| ounr] __ '_“21 CFR 820.30.
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2 C ormr 2 ion; by examination and provision
Of eejje ~t|ve evidence that software

JFH* fications conform to user needs and

& htended uses and that the particular

== equwements implemented through
seftware can be consistently fulfilled.
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oftvare that is part of a medicall device
cwsx e that is the medical device
Ot Nare used in production

= -J-'-fw-e Ware used in the implementation of
- *the guality system

'Il.i'



Mine level of ‘validation/is based on the'
mcemrler se and' safety risks associated
WJrn rr *software



1.0

ldentity all potential hazards 1.4

M|

i

2.0

Estimate scwerity of harard n

l

3.0

Tdentaly all causes 1..x ol hazard n

|

i

4.0

Implement risk reduction & mitigation

]

{Tepdosign

4.1 4.2 4.3
Reduced rislk b Feduce risk by Reduce risk by
inherenl sale I'rotective Moasures AT T

Repeat for cach causs

l

a0

Determine severity and acoopiabhality of
residual risk

Fepeat for each hazard

C

&, 0

Determine 1P new hazards hawve been
introduced

]

7.4

Drerermine if device safety is adequate
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Valiaate: io develop a level of confldence that the
orrw,J,., -_meets all' requirements and user
,Ajjem? ions.

r £l *ﬁld EDA “IQ/O0Q/PQ” validation model may
| ,_ ot be suitable or relevant to software.

Valldatlon Increases usability and reliability
resultmg In decreased failures, less risk to
patients and users, and reduced liability. Can
also reduce costs in the long-term.
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=

P51 S0 tware errors are traceable to
,Jes gf
J Jrf g_ |ng (ability to execute alternative
= Series ofi commands based on differing

c#“l“ﬁputs) IS significant part of software.

' Testing alone cannot fully verify software
IS complete and correct.

¢ Highly mobile workforce and high turnover.
Need documentation.

=
T
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[nigfegli cant changes to software code can
fraaraﬂ Inexpected and significant
PIOLIEMS 1N the program.

= 50lid! de5|gn and validation helps with
: Jaatmg a reliable and usable software.

' -"‘;'} Changes must be analyzed to determine
the extent and impact on the entire
system.




Software Lifie Gycle

1 1.0 7.0 T
Requirements | Weri[icalio
Analysis and System Test
Specification
Werification I
2.0 6.1
Top-Level ) Werificatio )

. [Design and | Inlegratiom Test Verificalion
Umgoing Specification of Hazard
an:]rq ) _ Control
Analysis Verification Measures
3.0 5.0

Detailed Verificatio .
Lesign and [T WModule Test
* Specification -
4.0
Implementation
(Coding)
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oftwarie. Life Cyclk
HJermJnJ e, S

TR quwements

zwrjré« eqwrements / Specifications
= -,—'" 'E' '.

:)
) [l
J...

= _ﬁ:IhstaIIatlon
— 'Gperatlon and Support
- Maintenance

® Retirement
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c) '.Ef-zz '
J\/Jg'rnoc / Procedures for each task
r\fc;;a ance criteria
:‘mmg outputs
;Compare outputs to inputs
_-‘- Roles, resources, responsibilities
® Risks

® Documentation of user needs

1§




i e

Power On
and
Handshake
Signal

PIC
Processor
Block

On
Off
Switch

Watchdog
and
Overvoltage
Protection Block

RS232
and
ICSP

Interfaces

ADSP
Processor
Block

Battery
Pack
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IFieis _' evels of error checklng may be
JEed during coding.

SOUrCe code should be evaluated to verify
IS —ompllance with specified coding

that all code is linked to established
specifications and test procedures.



tructural -Test-i-lagl‘-} p—

SNSTElCI CoVErade — EaCh AEcISIon; Or
L)r:mfb SO Eéach POSSIbIe outcome 0ccurs
Ofles

2 Cejgl di lon Coverage — Sufficient test cases
= :each condition in a program decision
_EL, 0 take all possible outcomes at least

~ once.

e Path Coverage — Sufficient test cases for
each feasible path from start to exit of a
defined program segment to be executed
at least once.

_.:-
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J \/'r‘ e BOX testmg refers to structural
LESTIN: fof the software to show that the

Gieator ‘followed standards. Usually

= ;@]ves Inspection of the program code.

— 1a¢k Box testing refers to functional
testlng of the program under known
conditions with defined inputs.



o Unlje (E leJe ule or component) - focuses on
By € examination of sub-program

'rl Iglee enallty and ensures that functionality
40t visible at the system level is examined by
= §t'|ng

= Integratlon Transfer of data and control

- aCross a program'’s internal and external

iInterfaces (operating system, hardware,
users)

E—

|_-|' 11 -:
I |1 1
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ystep esting

o All s r)ec]'flecs'-'”i"“"‘i ity exists and software is
bigl JJF\/\/OFI‘FJ; i
— Hérrorma (reI|ab|I|ty, response times)

.. _|.

— )e S to stress conditions (under max load continuous use)
q 1o

= .1ty

—— :::5 ﬁtr—v‘eness of recovery
— = __==-.Hsabll1w
_:::L: — Compatibility with other software
~ ~  — Behavior in defined hardware configurations
-~ — Accuracy of documentation
— Robustness (behavior during unexpected and invalid inputs)




ite Validation, User Acceptance

- Hi _:;l_oads or stresses
_ Fault testing
_ -}--‘"‘- == E_rror Messages
- — Safety

— Usability
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246 orrecz VE!| alntenance 'to correct errors or
fJ JJFJ |

0 r)errehr‘ fe Malntenance — to Improve

rmance

- A aptwe Maintenance — ensure software is
= _,:fﬁﬁable In changed environments

~— Sufficient regression analysis and testing should be
- conducted to demonstrate that portions of the
software not involved in the change were not
adversely effected.
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:i"ﬁcatlon of trends
“Fjﬁroblem and resolution tracking
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2 Bl I)Jab
> Plant W 1de Electronic Record System
_af,r,, S cal Process Control

—
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T

Con pller for a Sterilization Cycle
~ — — Robotics

_n_:__-'—u-:"
et s

—— Automated Test Equipment for inspection of circuit

o

- boards in a life sustaining device
= LeveI of Validation Commensurate with risk




“‘*Safety (alarms, sensors, interlocks,
~_commands)
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=Sl .- jon n of risk

rlz Td possible source of danger or a

=COn ndition that could cause injury

= = azard Analysis — Identification of hazards and
~ their causes.

® Risk control and mitigation
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2 Cople] J(“Ef esearc into program’s use
muor\/ i

1’1m|tat|ons other user experiences, and

= '4 Wén problems.

' aluatlon software development

_.-|= —

wactlwtles

e
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(a)

JH__ otential hazards
!':'Severlty of hazards
:entlal causes of hazards
rcf Mitigation

C C
D i | UL
L’ -

'U)

G
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ml;

—= De5|gn

o i—

- — Protective Measures

— Warnings / Labeling



Level.of C-éne@m} —

oz JOF — Direstl yelfiectsipatient  operator;
Of tander failure could result in death

O)f Ser US| INjury or delayed or incorrect

mro at|on that could result in death or

| EIEUS INjury.

—-'I i =
T -
I

_~‘. _:' oderate — Could result in non-serious

== Injury.
' Minor — Not expected to result in any
Injury

i
F——
e

#
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Swhat is it
*atIOI’IS (hardware, OS)

ns to be taken by end users
aIIatlon configuration, training)

Pﬂntlw “*what does it do”
. Itlentlfy “How do you know it works”

-® [dentify "How is it controlled”
(maintenance, life cycle support, storage)







= Wha flrst introduced this regulation was
‘adly interpreted resulting in unnecessary
= ;-were ontrols and costs, discouraging innovation
~  and technological advances without

-:3 — “providing benefit to public health.

— A more narrow interpretation is used now.
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r\r)r)hefrt-“‘* ‘records reqwred to be
mrJJJ’JEcJJ_F EI by FDA, and

= " “51eCtron|c format is kept in place of
.' 1.-___.__._ J_)c-kg ;:
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o Vellieklee so tware to ensure accuracy,
rehruﬁ |ntegr|ty, avallablllty, and

\_l.-_r—

0.\ Jclatlon must include stress condltlons
ﬁ“(hgh Aumber of users, error conditions,
- unexpected entries)

"o Live user tests

-
"
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> @@tﬁﬂgfec-o- =3

e ——

ATEIT r fic il — — computer’ generate time
Stclifilfs raudlt trails to record entries and
rme@ hat create, modify, or delete

= _f_wc“s Eds
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egacy Vstems in place prior to 1997,
DA 1_use discretionary enforcement.

mé |b|||ty Records must be accessible.

2 ;ﬁfﬂ *entlon — Records must be retained in
= apcordance with retention requirements.

—
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=

—
—
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== ,fe éi'atlonal system checks to enforce

-—-l-"'

= fpermltted sequencing of steps and events

~ e Authority checks

® Use of device checks to determine validity
of source data

n..—-

.



WIIGLERI 2 fﬁ individuals accountable
ziric reJrf@ Slble

liEining and experience to perform assigned

'4~ --Lr'i'

ECJJ

== E@_‘gtrefs for distribution and access to records.
;.:*!;Cpntrols for revision and change control.

-
=3
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SNDEILE /- |me of Signature
) J\/Jw"‘ mg (approval, review, authorship,

\ "5

e Y __,-
= ?--?::;d_ S

*Controls to ensure signature cannot be
copled or transferred to falsify records.

® Signature must be unigue to one
individual.

= -T—_"-—_
'-.—H-F'
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 VETITY IC entlfy of person

0 G fa 0 FDA that signatures are used
il r}ge € legally binding

f,.J;: WO identification components (ID code

--—-

*aa vd Password)

-
L=

:1

-
"

_—
i

S= . ‘Biometrics can also be used
e [D code and password must be unique



i 'e-ctT-e_;g'@_Sig Hat-ulﬁ" —

JPEriodic Ct hecks of ID Code and Password
o Dzl Jr OTIZG lost, stolen, missing ID info

J S: guards to prevent unauthorized use of
== “r.- asswords or ID codes

*Testlng of devices to ensure they function
~ properly.
® Certify to FDA if signatures are to be used.

i



